SALEM HEALTH AND SALEM HEALTH WEST VALLEY
JOINT NOTICE OF PRIVACY PRACTICES

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND
DISCLOSED, AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT
CAREFULLY.

Our Pledge to Protect Your Privacy

To assure that each patient’s individuality and dignity is respected, it is the policy of Salem Health (SH) that your
health information will be kept confidential, as outlined in this document. This health care organization and
other medical providers are required by law to maintain the privacy of your medical information. We also are
required to notify you of our legal duties and privacy practices regarding your medical information, and abide
by the practices described in the notice.

Who Will Follow This Notice

The following individuals and organizations share the hospital’s commitment to protect the privacy and security

of your health information, and will comply with this notice:

e Any health care professional authorized to enter information into your hospital chart or medical record such
as, but not limited to a nurse, physician or technologist.

e Members of our medical staffs, employees, volunteers, trainees, students and other hospital personnel
providing services in our facilities or SH patient care settings listed below.

e All SH departments and units of the hospitals, clinics or doctor’s offices you may visit.

o Patient care settings of SH, and all medical staffs, employees, volunteers, trainees, students or other
personnel providing services in the described patient care settings. These patient care settings include: All
entities, sites and locations of SH including but not limited to Salem Health, Salem Health West Valley, Salem
Health Laboratories, Salem Health Rehabilitation Center, Salem Cancer Institute, Center for Outpatient
Medicine, Psychiatric Medical Center, and all Clinics and additional patient services, follow the terms of this
notice. In addition, these entities, sites and locations may share medical information with each other for
treatment, payment or health care purposes described in this notice.

How We May Use and Disclose Your Medical Information

Members of SH medical staffs, appropriate hospital employees and other participants in our patient care system,
such as SH clinics or hospitals, may share your medical information as necessary for your treatment, payment
for services provided, and health care operations without your express permission. Other uses require your
specific authorization.

The following describes how SH entities may use and disclose your information without your express
permission. Other parts of this notice describe uses and disclosures that require your authorization, and the
rights you have to restrict our use and disclosure of your medical information.

How We May Use and Disclose Your Protected Health Information (PHI) About You

Without Your Express Permission
We may use and disclose health information for the following purposes:

« For Treatment SH entities may use health information about you to provide you with medical treatment or
services. SH entities may disclose health information about you to doctors, nurses, technicians, staff or other
personnel who are involved in taking care of you. This information may be shared with your other providers
electronically through secure health information exchange(s), and/or through a combined electronic medical
record where your health care provider documents your care and services.




For example, your doctor may be treating you for a heart condition and may need to know if you have other
health problems that could complicate your treatment. The doctor may use your medical history to decide
what treatment is best for you. The doctor may also tell another doctor about your condition so that doctor
can help determine the most appropriate care for you.

Different SH personnel may share information about you and disclose information to people who are not
part of the SH workforce in order to coordinate your care. Examples include phoning prescriptions to your
pharmacy, scheduling lab work and ordering X-rays. Family members and other health care providers may
be part of your medical care team and may require information about you from SH entities.

For Payment SH entities may use and disclose health information about you so that the treatment and
services you receive may be bhilled to and payment may be collected from you, an insurance company or a
third party.

For example, to enable your insurance or health plan to pay us or reimburse you, SH entities may need to
give your health plan information about a service you received. We may also tell your health plan about a
treatment you are going to receive to obtain prior approval, or to determine whether your plan will pay for
the treatment.

For Health Care Operations SH entities are permitted to use and disclose your medical information for
purposes of SH entities operations. We also are permitted to disclose your medical information for the health
care operations of other health care providers or health plans as long as they have a relationship with you
and need the information for their own quality assurance purposes, for purposes of reviewing the
qualifications of their health care professionals or for conducting skill improvement programs.

For example, our Patient Safety Department may use your medical information to assess the quality of care
in your case and ensure SH entities continue to provide the quality care you deserve. SH may use your
medical information to ensure we are complying with all federal and state compliance requirements. SH
entities may also disclose your medical information to a community physician to assist the physician in
assessing the quality of care provided in your case and for other similar purposes. SH entities may also use
health information about all or many of our patients to help us decide what additional services we should
offer, how we can become more efficient, or whether certain new treatments are effective.

Oregon Law: Oregon law provides additional confidentiality protections in some circumstances. For example,
in Oregon, a health care provider generally may not release the identity of a person tested for HIV or the
results of an HIV-related test without your consent, and you must be notified of this confidentiality right. Drug
and alcohol records are specially protected and typically require your specific consent for release under both
federal and state law. Mental health records are specially protected in some circumstances, as is genetic
information.

For more information on Oregon law related to these and other specially protected records, please contact the
SH Privacy Officer or refer to the Oregon Revised Statutes and the Oregon Administrative Rules. These
documents are available on-line at www.oregon.gov.

Uses and Disclosures That We May Make Unless You Object
Read this information carefully. If you do not wish to have your information used or disclosed for any or all of

these possible choices, you have the right to request limitations or restrictions to these disclosures or uses.

Please send your request in writing to the Salem Health Privacy Officer or designee, 890 Oak Street SE, Salem, OR

97301.

Providing Information From Our Hospital Directory Hospital directory information includes your name,
location in the hospital, religious affiliation and general condition. SH entities may release location and

general condition information to individuals who ask for you by name. This may include your family and




friends or members of the media.

For example, if you were involved in an automobile accident, the media may call for an update on your
condition. SH entities are allowed to release all facility directory information unless you have asked (verbal
request upon registration or in writing) to have directory or media restriction. SH entities may provide
directory information to the clergy, even if they do not ask for you by name unless you have asked for a
restriction to the directory or clergy.

e Family or Friends Involved in Your Care Health professionals, using their best judgment, can disclose to a
family member, close personal friend, or anyone else you identify, medical information relevant to that
person’s involvement in your care. SH entities may also give information to someone who helps pay for your
care. For example, we may assume you agree to our disclosure of your personal health information to your
friend or family who are with you in the exam room during treatment or while treatment is discussed.

e Appointment Reminders SH entities may contact you as a reminder that you have an appointment for
treatment or medical care at a SH hospital, clinic or office.

e Treatment Alternatives SH entities may tell you about or recommend possible treatment options or
alternatives that may be of interest to you.

e Health-Related Products and Services For information on SH entity products and services, we may use and
disclose medical information about you to communicate with you about our products or services. This may
be:

To describe a health-related product or service that is provided by us.

For your treatment.

For case management or care coordination for you.

To direct or recommend alternative treatments, therapies, health care providers, or settings of care.
This may include sending your information that would be of special interest to someone with your
health condition.

For example, SH entities may notify you of upcoming health fairs, lectures, health screenings and other
community health services.
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o Inthe Event of a Disaster SH entities may disclose medical information about you to other health care
providers and to an entity assisting in a disaster relief effort (such as the American Red Cross) to coordinate
care and so that your family can be notified about your condition and location.

o Soliciting Funds for the Hospital SH entities may use demographic information, dates of service,
department of service, treating physician, outcome information or health insurance information to contact
you in an effort to raise money for the hospital and its operations. Please write to us at Salem Health Privacy
Officer or designee, 890 Oak Street SE, Salem, OR 97301 if you wish to have your name removed from the list
to receive fundraising requests supporting SH in the future.

Special Situations that May Not Require Your Authorization
SH entities may use or disclose health information about you for the following purposes, subject to all applicable
legal requirements and limitations:

o To Avert a Serious Threat to Health or Safety SH entities may use and disclose health information about
you when necessary to prevent a serious threat to your health and safety or the health and safety of the
public or another person.

¢ Required By Law SH entities will disclose health information about you when required to do so by federal,
state or local law.



Research SH entities will disclose your medical information for research purposes only with your
authorization. However, in some circumstances, we may use or disclose medical information for research
without getting your authorization. For example, we may allow a researcher to review patient records in
order to prepare for a research project, but no medical information will leave the SH facility during that
person’s review of the information. Also, we may disclose medical information for a research project that
has been approved through a formal process that evaluates the needs of the research project with the need to
protect privacy of medical information.

Organ and Tissue Donation If you are an organ donor, SH entities may release health information to
organizations that handle organ procurement or organ, eye or tissue transplantation or to an organ donation
bank, as necessary to facilitate such donation and transplantation.

Military, Veterans, National Security and Intelligence If you are or were a member of the armed forces,
or part of the national security or intelligence communities, SH entities may be required by military
command or other government authorities to release health information about you. SH entities may also
release information about foreign military personnel to the appropriate foreign military authority.

Workers’ Compensation SH entities may release health information about you for workers’ compensation
or similar programs. These programs provide benefits for work-related injuries or illness.

Public Health Risks These activities typically include reports to agencies such as the Oregon Department of
Human Services as required or authorized by state law. These reports may include, but are not necessarily
limited to, the following:

o To prevent or control disease, injury or disability.

o To report births and deaths.

o Toreport child abuse or neglect.

o To notify a person who may have been exposed to a disease or may be at risk for contracting or
spreading a disease or condition.

o To notify the appropriate government authority if we believe a patient has been the victim of abuse
or neglect. We will only make this disclosure if the patient agrees or when required or authorized by
law.

o To the Food and Drug Administration relative to adverse events concerning food, supplements,
product and product defects, or post marketing surveillance information to enable product recalls,
repairs, or replacement.

Health Oversight Activities SH entities may disclose health information to a health oversight agency for
audits, investigations, inspections, or licensing purposes. These disclosures may be necessary for certain
state and federal agencies to monitor the health care system, government programs, and compliance with
civil rights laws.

Lawsuits and Disputes If you are involved in a lawsuit or a dispute, SH entities may disclose medical
information about you in response to a court or administrative order. SH entities may also disclose medical
information about you in response to a civil subpoena, discovery request, or other lawful process by
someone else involved in the dispute, but only if efforts have been made to tell patients about the request or
to obtain an order protecting the information requested.

Law Enforcement SH entities may disclose medical information about you to a law enforcement official for
law enforcement purposes:

0 Asrequired by law.

o Inresponse to a court, grand jury or administrative order, warrant or subpoena.

o To identify or locate a suspect, fugitive, material witness or missing person.




o About an actual or suspected victim of a crime if that person agrees to the disclosure. If we are
unable to obtain that person’s agreement, the information may still be disclosed in limited
circumstances.

o To alert law enforcement officials to a death if we suspect the death may have resulted from criminal
conduct.

o About crimes that occur at our facility.

o Toreport a crime in emergency circumstances.

National Security and Intelligence Activities SH entities may release medical information about you to
authorized federal officials for intelligence, counterintelligence, and other national security activities
authorized by law.

Protective Services for the President and Others SH entities may disclose medical information about you
to authorized federal officials so they may provide protection to the President, other authorized persons or
foreign heads of state or conduct special investigations.

Inmates If you are an inmate of a correctional institution or under the custody of a law enforcement official,
SH entities may release medical information about you to the correctional institution or law enforcement
official. This release would be necessary (1) for the institution to provide you with health care; (2) to protect
your health and safety or the health and safety of others; or (3) for the safety and security of the correctional
institution.

Coroners, Medical Examiners and Funeral Directors SH entities may release health information to a
coroner or medical examiner. This may be necessary, for example, to identify a deceased person or
determine the cause of death.

Information Not Personally Identifiable SH entities may use or disclose health information about you in a
way that does not personally identify you or reveal who you are.

Incidental Disclosures Certain incidental disclosures of your medical information occur as a byproduct of
lawful and permitted use and disclosure of your medical information. For example, a visitor may
inadvertently overhear a discussion about your care occurring at the nurses’ station. These incidental
disclosures are permitted if the hospital applies reasonable safeguards to protect your medical information.

Limited Data Set Information SH entities may disclose limited health information to third parties for
purposes of research, public health and health care operation. This health information includes only the
following:

o Admission, discharge, and date of service.

o Dates of birth and, if applicable, death.

0 Age (including age 90 or over).

o Five-digit zip code or any other geographic subdivision such as state, county, city.

Before disclosing this information, SH entities must enter into an agreement with the recipient of the
information that limits who may use or receive the data. The agreement also requires the recipient will need
to use the data to contact you. The agreement must contain assurances that the recipient of the information
will use appropriate safeguards to prevent inappropriate use or disclosure of the information.

Family and Friends in case of Emergency or Incapacitation SH entities may disclose personal health
information directly relevant to your care or payment information related to your health care to your family

member, other relatives or close personal friends. SH may use or disclose PHI to notify (give your
identification, location, general condition, or death) or assist in the notification of your family members, a



personal representative or other person responsible for your care.

When you are unable to make your wishes known or your wishes cannot practically be provided due to your
incapacity or emergency circumstances, SH entities may use professional judgment to determine if
disclosures are in your best interest. In this situation, we will disclose only health information relevant to the
person’s involvement in your care. For example, SH entities may inform the person who accompanied you to
the emergency room that you suffered a heart attack and provide updates on your progress and prognosis.
We may also use our professional judgment and experience to make reasonable inferences that it is in your
best interest to allow another person to act on your behalf to pick up, for example, filled prescriptions,
medical supplies, or X-rays.

Other Uses and Disclosures of Health Information Require Your Authorization

SH entities will not use or disclose your health information for any purpose other than those identified in the
previous sections without your specific, written Authorization. If you give us Authorization to use or disclose
health information about you, you may revoke that Authorization, in writing, at any time. If you revoke your
Authorization, we will no longer use or disclose information about you for the reasons covered by your written
Authorization, but we cannot take back any uses or disclosures already made with your permission.

In some instances, SH entities may need specific, written authorization from you in order to disclose certain
types of specially protected information such as HIV, substance abuse, mental health, genetic testing information,
and certain types of marketing information such as treatment communications if SH received financial
remuneration for the subject, product or service.

Your Rights Regarding Health Information About You

You have the following rights regarding health information we maintain about you. SH entities are required to
act upon your request for access no later than 30 days after receipt of the request. SH entities may request an
extension of up to 30 days:

e Request to Inspect and Copy You have the right to inspect and get a copy medical information that may be
used to make decisions about your care. To the extent that SH maintains an electronic copy, you may request
your copy in an electronic format. Usually, this includes medical and billing records, but does not include
psychotherapy notes. To inspect and copy medical information that may be used to make decisions about
you, you must submit a request in writing. If you request a copy of the information, SH entities may charge a
fee for the costs of copying, mailing, or other supplies. SH entities may deny your request to inspect and copy
in certain very limited circumstances. If you are denied access to medical information, you may request that
the denial be reviewed.

This right does not include inspection and copying of the following records: psychotherapy notes;
information compiled in reasonable anticipation of, or use in, a civil, criminal, or administrative action or
proceeding; and PHI that is subject to law that prohibits access to PHI.

¢ Request an Amendment to Your Medical Record If you believe medical information that may be used to
make decisions about your care is incorrect or incomplete, you may ask us to amend the information. This
request must be in writing. Your request must include a reason for the amendment.

If we agree to your request, we will amend your medical information as requested. SH entities will link the
amended part to the original part so that someone reviewing the record can see what was changed. SH
entities may also agree to make some changes you ask for but not others.

SH entities may deny your request if we believe the records are complete and accurate, if the records were



not created by us and the creator of the record is available, or if the records are otherwise not subject to
patient access. SH entities will put any denial in writing and explain our reasons for denial. You have the
right to respond in writing to our explanation of denial, and to require that your request, our denial, and
your statement of disagreement, if any, be included in future disclosures of the disputed record.

¢ Request for Confidential Communications You have the right to ask to be communicated with by
alternative means or at alternative locations. For example, you may ask that SH entities only contact you at
work or by mail. A request for confidential communication must be made in writing. We will accommodate
reasonable requests, when possible.

¢ Request Additional Restrictions You have the right to request a restriction or limitation on the medical
information SH entities use or disclose about you for treatment, payment, or health care operations. You
have the right to restrict disclosures of PHI to a health plan with respect to healthcare if you have paid out of
pocket and in full for that healthcare. You also have the right to request a limit on the medical information
we disclose about you to someone who is involved in your care or in the payment for your care, like a family
member or friend. For example, you could ask that we not use or disclose information about a particular
procedure such as a surgery.

To request a restriction, you must put your request in writing. If we agree, we will comply with your request
unless the information is needed to provide you with emergency treatment.

SH entities are not required to agree to your request for restrictions, except in certain limited circumstances.
If you do not want Salem Health to disclose your patient information for a specific visit to a health plan, you
must notify the registrar at the time services are provided, make a written request in advance of the visit and
pay the services in full.

¢ Request an Accounting of Disclosures You may request, in writing, an accounting of disclosures. Your
request must state a time period which may not be longer than six years and may not include dates before
April 14, 2003. SH entities will provide one accounting a year for free but will charge a reasonable, cost-based
fee if you ask for another one within 12 months. You are not entitled to an accounting of disclosures you
authorized, disclosures to yourself, incidental disclosures, disclosures to family or other people involved in
your care, disclosures to correctional institutions and law enforcement in some circumstances, disclosures of
limited data set information or disclosures for national security or law enforcement purposes.

o Right to a Paper Copy of this Notice You have the right to a paper copy of this notice. You will be given a
paper copy of this Notice of Privacy Practices only the first time you are registered to a SH facility however,
you may ask us to give you a copy of this notice at any time. If you have not received a paper copy of this
notice, please ask for one. You may agree to receive the SH Privacy Notice electronically however; you are
still entitled to a paper copy.

e Breach Notification SH will notify you if there is a breach of your unsecured PHI.

Changes to this Notice

SH entities reserve the right to change this notice, and to make the revised or changed notice effective for
medical information we already have about you, as well as any information we receive in the future. We will
post the current notice in locations where patients receive services and on our Internet site
www.salemhealth.org. You also may obtain a new notice by contacting any area where registration occurs.
Contact Information

If you have questions, would like to request a restriction or have a complaint contact: Salem Health Privacy
Officer, or Designee, P.O. Box 14001, Salem, OR 97309. Or you may call the Privacy Officer at: (503) 561-2494.

If you believe your privacy rights have been violated, you may file a complaint with the SH Privacy Officer or
with the U.S. Department of Health and Human Services Office for Civil Rights by sending a letter to 200



Independence Avenue, S.W., Washington, D.C. 20201, calling 1-877-696-6775, or visiting
www.hhs.gov/ocr/privacy/hipaa/complaints/.

You will not be penalized for filing a complaint.

Salem Health
Original Effective Date: April 14, 2003
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